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Terrorism remains a significant threat to the internal security of the
European Union. Terrorists operate across borders, leveraging new
technologies ananodioperandi to target innocent people. EU law
enforcement autlorities, in particular the counteterrorism community,
remain vigilant and united in countering the threat. The EU Terrorism
Situation and Trend Report (HAT) 2023 contributes to this effort, by
presenting prevalent terrorism trends in the EU.

Terrorign constitutes an attackn our societyintending to create fear
and chaos among EU citizeh$2022, 6 terrorist attacks took place in
the EU and an additionaPR attacks failed or were foiledVhile the

Catherine De Bolle attacks directly affected seven Member Statemre Member States
Executive Director arrested suspects in terrorismelated cases. Tragicallpur people
of Europol were killed interrorist attacksin the EU two resulting from jihadist

attacks and two from a rightving terrorist attack.We honour the
memory ofall those lost to terrorismn 2022 and in previous years.

Member Statesontinue to view jihadist terrorism as the most
prominent terrorist threat to the EUdespite the fact thathe number of
jihadist attackshasdecreased compared to 2021 and 2020e threat
from rightwing terrorist lone actors, radicalised online, rem&in
significant.Leftwing and anarchist terrorists and violent extremists
continue to pose a threat to public safety and security in the EU.

Addtionally, the spread of propaganda online and its potential for
radicalisation remains a key concern. Social isolation and the lack of a
solid support system remain key vulnerabilities which terrorists take
advantage of in order to propagate their messagad to recruit new
followers. This is particularly worrying with the increasing number of
young people, including minors, exposed to online terrorist propaganda.
Furthermore, he terrorist and violent extremist environment is
becoming more decentraliseahd volatile Diffuse actors connect and
inspire one another, uniting behind grievances beyond ideology or
group affiliation. This context is ripe for sedidicalisation and for lone
actors to begin engaging in attack planning, and poses significant
chalkengesfor prevening and combaingterrorism and violent

extremism in the EU.

The Russian war of aggression against Ukraine also brings with it

potential ramifications in the terrorist and extremist environment in the
EU.Europol reacted immediately to éhchallenges and threats posed by

the war andlaunched a number afoordinated actions to monitor
counterterrorismdevelopmentsfo support the countries direty

affected and to mitigate thét K NB | (1 & ¥ 2 .Nditi@lly, fedwara S O dzNA
sparked reactionamong violent extremist actors, especially on the

right-wing spectrumWhile a number ofdreign fighters have joined the



battleground terrorist or extremist affiliatiols remain tenuous.
Disinformation and propaganda have proliferated widely with the
Rusian invasion, fuelling all kinds of conspiracy theories. The law
enforcement community must remain alert to any groups or individuals
who use the context of the war to orchestrate terror attacks in the EU.

Both law enforcement and judicial authoritiesMember States have
continued to invest significant efforts in preventing and combating
terrorism in the EUThis is visible in the number of foiled attacks, the
arrests and the high conviction rates for offences related to terrorism
over the past year. Ehentire security ecosystem in the EU, whether
operating at national or international levelontinues to prioritise
investigations into terrorism. would like to commend all the women

and men from law enforcement and other dedicated services who strive
to prevent any future attacks

Fighting terrorism remains a priority for Europol and for the &Ad.will
continue to work closely with all our partners in order to mitigate
terrorist threats to the community bgenying terrorists the means and
limiting ther space to plan, to finance and carry out attacks, by
countering radicalisation and by enhancing information exchange and
police cooperationWith the TESAT 2023, | am pleased to reemphasise
our commitment to these efforts as we continue towards our jgotl

of Making Europe Safer.
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Terrorism continued to pose a serious threat to EU Member State:
2022. 28 completed,diled or foiled attacks were recorded in the EL
16 attacks were completed, of which the majority were attributed t
left-wing and anarchist terrorism (13), twto jihadist terrorism, and
one to rightwing terrorism.

Four fatalities were recorded in 2022, two resulting from jihadist terrorist
attacks and two from a rightving terrorist attack. The total number of
attacks increased compared to 202B), but remaired lower than in 2020
(56), potentiallydue to the varying categorisation of lafting terrorist
attacks by reporting countries over the past few years.

3B0AYRADARdIzFta 6SNB I NNBaiSR 0¢
enforcement authorities in 2022 for terrorisanelated offences.

Most of the arrests were carried out following investigations into jihadist
terrorism, in France (93), Spain (46), Germany (30) and Be{gR)n

Court proceedings in 2022 resulted in 427 convictions and acquitt:
for terrorist offences.

All court proceedings concerning righing and leftwing terrorism resulted
in convictions, while the conviction rate for jihadist terrorism was 84 % a
for separatist terrorism 68 %.

Most left-wing terrorist attacks were perpetrated utilising
improvised incendiary devices (IIDs), fire accelerators and
improvised explosive devices (IEDs)

The three fatal attacks reported in 2022 were carried out usitaded
weapon and strangulation by jihadist terrorists, and a firearm by a-ight
wing terrorist.

In the EU, affiliation to particular groups, such as IS andaleda, is
becoming less prominent among supporters of jihadism.

In 2022, several MembeStates reported that jihadist suspects were
collecting and disseminating propaganda material originating from both |
and alQaeda, including some pating the separation between the two
terrorist organisations.
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Rightwing terrorists and extremists propagate a plethora of
narratives, mainly online.

There is little consensus on themes and ideologies, which are always m
and often contradictory. Contemporary offline developments that resona
with their owngrievances drive the online discourse.

Police personnel were a keyarget of violent attacks by leftwing
and anarchist extremist actors in 2022.

Violence amounted to premeditated and targeted attacks against law
enforcement, both during service amdf-duty, including attacks on private
vehicles and homes.

The internet and technology remained pivotahablersof
propaganda, as well as radicalisation and recruitment of vulnerabl
individuals into terrorism and violent extremism.

In addition tosocial media platforms, openly available messaging
applications, online forumandvideo gaming platformslecentralised
platforms appear to have gained popularity in terrorist and violent extren
circles, significantly undermining law enforcement moriiig and
investigations.

Although rooted in different ideologies and backgrounds, terrorists
and violent extremists have common interests and practices.

Examples include exploiting the same topicsing thesame digital
environments and adoptingimilar techniques for content dissemination.

The most visible reactions to the Russian war of aggression again
Ukraine emerged in the first months of the war, largely in the right
wing extremist milieu, materialising in online posts and a limited
number of rightwing extremist affiliates travelling to join the
battlefield.

Although the interest in the war in this milieu appears to have gradually
dimmed throughout the remainder of 2022, disinformation and distorted
narratives related to the conflighight still fuel terrorist and violent
extremist narratives, regardless of the ideology propagated.
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The European Union (EU) Terrorism Situation and Trend Repe®ATE2023 is a
situational overview, presenting figures, major developments and trémtise
terrorism landscape in the EU in 2022.

The report is based on qualitative and quantitative datavyided by Member States on
terrorist attacks, arrests and court decisions issued for terrorist offerfseditionally,

9 dzNR LJ2 f Qproviddlvakiable$dalitative information and assessments that
enrich the findings of the report, in order to refleah developments beyond the EU
that affect the security of the EU and its citizens. Information on convictions and
acquittals for terrorist offencesas well a®n amendments to national legislation on
terrorism provided by Eurojust and based on data shagdviember States
complemensthe report.

According to EU Directive (E2Q17/541 on combating terrorisina legal framework
which all Member States were obliged to transpose into their national legislation by
8 September 2018, terrorist attacks are ciiral offences carried out with the purpose
of intimidating a population or trying to coerce a government or international
organisation, seriously destabilising or destroying the fundamental political,
constitutional, economic or social structures af@untry or an international
organisation. The FEAT distinguishes between and elaboratedépth on the
following types of terrorisrfy based on ideological preferences: jihadist terrorism,
right-wing terrorism, leftwing and anarchist terrorism, ethrmationalist and

separatist terrorismand other types of terrorist

Despite varying legislation at national level, Directive (EU) 2017/541 sets out a legal

framework common to all Member States, and in particular, a harmonised definition of

terrorist offences. On this basis, the ‘HAT provides statistical data on terrorist

attacks, arrests and convictions in Member States. On a national level, terrorism

legislation varies within the limits set by this Directive, as Member States retain

flexibility when legslating. The quantitative analysis presented in theSPH therefore
NBFtSOGa aSYoSNI {GFiSaQ RSTFAyAiGA2ya 2F G SNN
legislation, which may be broader (but not narrower) than the definitionsétin

Directive (EU) 2017/L.

While the primary scope of the TEAT is terrorism, where relevant and available, the
report presents specific violent extremist incidents, acts and activities as reported by
Member States. Extremist incidents are thus not reflected in the quanté@atixerview

of terrorist attacks but are included in the report for contextualisation and to provide a
more comprehensive picture of the terrorism situation in the EU.

1 Directive (EU) 2017/541 of the European Parliament and of the CouncilMé&rh 2017 on combating terrorism and

replacing Council Framewobkecision 2002/475/JHA and amending Council Decision 2005/671/JHA, https://eur
lex.europa.eu/legatontent/EN/TXT/?uri=celex%3A32017L0541

2The categorsation of the different types of terrorism based on ideology, and their respective definisense the

needsoftheTE ! ¢ (2 OflaaAaTe FyR Fylfeas aytEdhidiniestigagonsF NBEY 9! a$§!
without having any legal or formal value

3 Also referred to in past issues ofthe[E ¢ | & WaAy3afS AaadzsS GSNNRENRAYQOD
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28 completed, diled and biled were reported by Member States in 2022. This

28 represented an increase compared to 2028 éttacks), but remained below the
Completed, number of attacks reported in 2020 (B6ltaly experienced the highest number of

. attacks (12), followed by France (6), Greece (4) and Belgium (3). Gergtavgkia and
failed and Spain reported one attack each. Of the 28 attadlésyere completed.
fOlled Most of the reported terrorist attacks were categorises! laftwing and anarchist
terrorist terrorism (18), of whiph 13 were complete_d.respectively in Italy (8), Greece (3),

) Belgium (1) and Spain (Dne person was injured as a result of the completed left
attac kS N wing terrorist attack in Spaifhree failed lefwing terroristattacks were reported in
the EU Italy and two were foiled, one in Greece and one in Italy.-wify terrorist attacks

increased in 2022 compared to 2021, when only one attack was reportadviamber
in 2022 State.Variations in the number of terrorist attacks over thastthree years are at

least partially attributable to the fluctuating labelling of lefing incidentsby the
reporting countriesasterrorist attacksor extremistincidents

Member States reported six jihadist terrorist attacks in 2022. Two attacke wer
completed, one in Belgium and one in France. Four attacks were foiled, in France (3)
and Belgium (1). No failed jihadist terrorist attagkere reported by Member States in
2022. Jihadisterrorist attacks have decreased compared to 2021 (11) and 2020 (1
Two fatalitiesresulted fromjihadist attacks carried out in Belgium (1) and France (1).

Four rightwing attacks were reported by the Member States in 2082ine withthe
number of rightwing attacks in thgrevious yearssixin 2021 andour in 2020). One
attack was completed in Slovakiaading to two casualtiesThree attacks reported by
Member States in 2022 were foiled, tvim France and one in Germany.

“In the TESAT 202, the reported number oferrorist attacks reportedor 2021 was 15However, since therkrench
authorities reported three additional (foiled) righing terrorist attacks perpetrated in 2021; Similarlythe TESAT
2021, the reported number derrorist attacks reportedor 2020 was 57However, since then, a German court has
ruled that one of the incidents formerly reported as a jihadist terrorist attack was no longer considered a terrorist
attack.

Ve
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Terrorist attacks (completedfailed, foiled) and arrests

on suspicion of terrorisin the EU per type of terrorisn2020-2022

260

Jihadism

[ X

Right-wing

1 . . . Left-wing and
anarchist

14 39 26 18

. . Ethno-nationalist
and separatist

26

e O . Other

14 6
. . 0] Not specified

2020 2021 2022
. Attacks

. Arrests

380individuals were arrested in Member States in 2022 for terrofishated offences.
The number of suspectarestedin 2022 is in line with th888arrestsin 2021 and
lower than the449arrests reportedn 2020.0fthe 266 arrestsfor jihadist offences
mostwere carried out in France (93), Spain (46), Germany (30), Belgium (22), Italy (21)
and the Netherlands (21). The numberasfested jihadist suspectsvas in line with the
number reported i2021 (26(. The number of arrests for righting terrorism 45)
decreased in 202Zrpm 64 in 2021) as did the arrests for ethnationalist and
separatist terrorism (18Jownfrom 26 in2021). The arrests for lefting and anarchist
terrorism (19) remained the sagras in2021 (19). The number of arrests for other
types of terrorism increased in 2022 (26) compared to 2@).1For six arrests, the
type of terrorism wasot specified.

10
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Terrorist attacks (completedfailed, foiled) and arrests

on suspicion of terrosm in the EU, 202Q022

attacks

arrests

2020 2021 2022

The majority of the arrested suspects were charged with membership of a terrorist
organisation (95) and for planning or preparing an attack (41). Other suspects were
charged for disseminating propagandsB) and terrorismfinancing {4)°. Most

arrestees were maled 76). The arrestees were between a6d 75years old.

5The offence leading to an arrest has been specifie@#4 arrests.
6 The gender has been specified fol0Z2ispects, anthe agehas been specifiefbr 177 suspects.

11
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Terrorist attacks (completedfailed, foiled) and arrests

on suspicion of terrorism in the E2022

attacks | arrests

D
3 |23 1 175
1 48
total 28 380

12
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15 MemberStates shared information with Eurojust on court proceedings for terrorist
offences that were concluded in 202Zhese concluded court proceedings resulted in
427 convictions and acquittals for terrorist offenées

Number of convictions and acquittals fderrorist offences

in 2020, 2021 and 2022, as reported to Eurojust

422 423 427

2020 2021 m

The highest number of convictions and acquittals for terrorist offences were reported
by Frane (110), Belgium (81) and Germany (88ome of the reported convictions

and acquittals ee final, while others are pending judicial remedy, as appeals have
been filedby the prosecution, the defenger both'°.

A

teL)Sa 2F 2FFSyO0Sa Ay GKS O2yO0f dzZRSR O

Membership/participation in (the activities of), support to or collaboration véth

terrorist group were the most common offences in the concluded court proceedings in
Member States in 2022. In some cases, the defendants played a leading role within the
terrorist group. Other offences included financing of tersoni, (seH)indoctrinaton,
recruitment, incitement or threatening to commit terrorist acts, (preparation to

commit) terrorist attacks, providing or receiving training for terrorist purposes, or
glorification of terrorism. In some cases, the charges concerned attempt, aiding and
abetting or complicity to commit such offences. Further to terrorist offences,
defendants were also charged with firearms or exploshetated offences, core
international crimes, drug offences, document forgery, violation of financial legislation,

7 Eurojust received contributions containing information on terroriggtated convictions and acquittals in 2022 from the
following EU MemberStates: Austria, Belgium, Denmark, France, Germany, Greece, Hungary, Italy, Latvia, the
Netherlands, Portugal, Romania, Slovakia, Spain and Sweden. The data for France includes judgments of the Paris Criminal
Court and the Paris Juvenile Court from tiehalf of 2022, and judgments of the Paris Court of Assinddthuaniathe
proceedings against two individuals were dismissed due to the expiration of the statute of limitations. These proceedings
are not included in the number of convictions and acquittals for terrorist offences.

In one case a judgment pronounced in 2022as appealed and the appeal was concluded before the end of the year,
Eurojust reported only on the latest/final judgment.

8 Please refer to the Annex for further statistical information.

9The data for the previous years corresponds to the data reportedemespective TESAT reports.

10 Due to the specifics of reporting, some EU Member States submit information on final decisions only, while other EU
Member States report also on not final decisions.

13
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etc. A number of defendants tried in 2022 were previously convicted of terrorist or
other offences in the same Member State or abroad.

z
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In Greece, in March 2022 a Syrian national was given neukgitences of life

imprisonment after the court found him guilty of joining the spibclaimed Islamic

State(IS) terrorist organisation and assisting in four intentional homicides

committed jointly with others as a terrorist act. The man participate®i®@f S| yaAy 3 Q
against persons who opposed IS in various areas of Syria. He took part in armed

battles and assisted in the capture, torture and killing of males of the Sheitat tribe.

The court considered the act to cause serious danger to the country ef, ith a

view to seriouslyintimidating its population ancharmingthe fundamental,

constitutional, political and financial structures of the country.

In Austria, a Russian national was found guilty of membership of a terrorist and
criminal organisation and other offences in April 2022. The man, who was

imprisoned at that time, sought to recruit fellow prisoners for the IS and informed
them about his wlingness to join the terrorist organisation once released from

prison. Together with two other prisoners, he planned to carry out a terrorist

attack in Austria, similar to the one in Vienoa 2November 2020. The court

sentenced the defendant tiour-and-a-halfé S NEQ AYLINA A2y YSy il o

Ot NBLIF N GA2Yy 2F0 ¢SNNBNRAG FaGdl O a

Court proceedings concerning terrorist attacks or preparation of terrorist attacks were
concluded in several Member States in 2022.

In June 2022, a French court sentenced the only survivirgbeeof the terrorist

cell that committed the deadly terrorist attacks on M®vember 2015 in Paris and
SaintDenis to life imprisonment with no possibility of parole. He was found guilty

of multiple counts of murder, complicity to murder, belonging teeadrist

organisation, taking part in a conspiracy to commit murder and kidnapping as a
member of a terrorist organisation. His 19-defendants were convicted of
participating in the planning of the attacks and providing support to the terrorists

to travel to Europe, acquire weapons, make suicide vests, etc. Their penalties range
from28 S NBRQ G2 fAFTS AYLINRA2YYSyYyido

Also in France in December 2022, eight persons were convicted for their

involvement in the terrorist attack on 13uly 2016 in Nice. Two of tlrewere

found guilty of participation in a criminal conspiracy with the purpose of preparing

an act of terrorism and sentenced to 88S | NEQ A YLINR a2y YSydao ! 002
court, they knew about the radicalisation of the perpetrator of the attack and his

potential to commit a terrorist act. Another edefendant was given a gear

prison term for providing a firearm to the perpetrator of the attack. The remaining

five men were handed penalties betweemo andeighted SI NEQ AYLINR a2y YSyi

In Belgium, 14 defendas were charged with directing or participating in the
activities of a terrorist group, firearragnd explosiveselated offences, and
document forgery. They were suspected of having helped the perpetrators of the
13November 2015 attacks in Paris and &&lenis, France. In June 2022, 10 of the
defendants were found guilty. Penalties ranged frothi@e-year suspended

prison sentence to community service and for some, the pronouncement of the

14
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| penalty was suspended. The remaining four defendants were aequily the
‘ court.

CAYIFYOAY3a 2F GSNNBNRAY

Concluded court proceedings on financing of terrorism concerned fundraising for
terrorist groups or members of such groups, including through social media, use of
financial services companies and money transfer jgiens, as well akawala

In ltaly, an Italian national was sentencednioe@ S+ NEQ A YLINR A2y YSyd |
after the court found him guilty of directing and financing the terrorist group

Majilis Shura Thuwar Bengasid of involvement inarms traffickingThe man

played a leading role within the group and made two vessels availabtee

transport of weaponsOne of them was intercepted in the framework of the

EUNAVFOR MED operation Sojhithe Mediterranean Sea with large amounts of

weapons ancammunition on board.The offences were committed in international

waters between May and June 201@n appeal, the man was acquitted of

directing and financing the terrorist group and his penalgs reduced tdive

8SIFNBRQ AYLINR&2YYSyYyid YR I FAYS® LYy [Aodel =
imprisonment for having committed an act to provoke a civil war and fragment

national unity.

[ dzYdzt | A DS LINRP&aSOdziA2ya THNRIYSEHNENR &

If allowed by national law and depending on the specific facts of the case, Member
States continued to carry out cumulative prosecutions for terrorism and core
international crimes. Several such prosecutions resulted in convictions in 2022.

In July2022, a German court sentenced a defendanttagta-K I £t ¥ & S| NE Q
imprisonment after it found her guilty of membership of a terrorist organisation, a
war crime against property by appropriation and a number of crimes against
humanity, including persecutioof a group in combination with aiding and abetting
genocide, enslavement, aiding and abetting rape, inflicting severe mental harm,
cruel and inhuman treatment. She had travelled to Syria in 2014 to join IS. There,
she married an IS fighter and togethéey lived in houses of ousted Raqqa
residents. They also attended public punishments. After her first husband was
killed, she married subsequently two other IS fighters. Together with one of her
husbands, she abused an enslaved Yazidi woman, who was dedimed forced
flro2dzNJ FyR fa2 NB3IdzZ I NI & NFLSR o6& (KS

P
w

tdzof AO AYOAUGSYSYy(ld G2 GSNNBNRAYI RAAA
NB ONXzA G WS VAR 2000NAT | A2y S GNI AYyAy3AT |

Cases of public incitement to terrorism, disdaation of terrorist propaganda and
other terrorist content, recruitment, (self indoctrination and glorification of terrorism
were dealt with by courts in several Member States in 2022. Internet and/or social
media were used in soencases to facilitatehiese activities, while in otheraseghe
activities took place offline.

15
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In February 2022, an Austrian court sentenced a Lebanese nationajetr®and

Y2y i K&aQ AYLINRA&A2YYSY(d F2NJ YSYOSNRAKALI 2F |
and training for the prpose of terrorism. He had voluntarily joinétezbollah

where he led a battalion, received training on how to use weapons, instructed

others and recruited members for the organisation.

| 2y @AOGA2YA FYR FOldAGHl &

All concluded terrorisntelated proceedingbeard in courts in Germany, Greece,

Latvia, Portugal, Romani&lovakia and Sweden in 2022 resulted in convictions. A large
majority of the reported concluded proceedings in France, Hungary and ltaly also led
to guilty verdictd™. In some cases, defendantsre acquitted of terrorist offences but
found guilty of other criminal offences.

Similar to previous years]l concluded court proceedings concerning righihg
terrorism in 2022 resulted in convictions. The only reported proceeding concerning
left-wingand anarchist terrorism also resulted in a conviction. Defendants charged
with jihadist terrorismrelated offences were convicted in 84 of the cases, while
defendants charged with separatist terrorismlated offences were convicted in 68
of the cases.

t Syl tiaAasa

The average prison sentence for terrorist offences in the reported proceedings in
Member States in 2022 wasy@ars, which is slightly higher than in 202Yyé&rs}2
The lowest prison sentence handed down by courtdhie Member States iR022 was
35days and the highest was life imprisonment.

A term of imprisonment of up to $ears continued to be the most common penalty

handed down following guilty verdicts for terrorist offences @62n 2022, compared

to 65% in 2021), while penaltis¥ mn 2 NJ Y2NB &8SFNEQ AYLINARA&AZ2Y'
19% of the guilty verdicts (1% in 2021).

It should, however, be taken into consideration that the severity of the penalty in each
case depends on the respective offence and specific circumstances amat canve a
comparative purpose.

In some cases, the execution of (parts of) the penalty was suspended for a period of
time or in its entirety, subject to specific probation conditions set out by the court. In
other cases, the court established the guiltloé defendant but postponed the ruling

on the penalty. If applicable, juvenile penalties were imposed on some defendants.

Other penalties or measures ordered together with or as an alternative to prison terms
included fines, community service, psychiatreatment, withdrawal of nationality,
restrictions on exercising certain civil and political rights, expulsion from the national
territory, confiscation of assets, fixed probation period upon release and involvement
in a deradicalisation programme.

11Eurojust considers it one verdict if a person is convicted of more than one terrorist offence within the same proceeding,
or convicted of a terrorist offence and acquitted of another offence. If a person is acquitted of a terrorist offence and
convicted d another offence, the verdict is included in the overview as acquittal of terrorism.

12 For the purpose otalculatingthe average prison sentence, penalties exceedinyetiimprisonment and life
sentences were counted as #@ars, unless the court imchted a specific number of years to be served. In the cases
where the court ordered a possibility of parole after a certain number of years have been served, those years are included
in the overview.

16
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Since the beginning of the Russian war of aggression against Ukraine in February 2022,
foreign fighters of various nationalities hajaned the battleground in support of both
sides involved.

As of the date of the report, there has been no confirmed information of a proscribed
terrorist organisation being formally involved in the conflict. This does not exclude the
presence of individuals supporting or adhering to ideologies of such groups in t
battlefield in Ukraineln Novembe2022,the European Parliament proposed to

include several prérussian groups such as the Russian paramilitary organisation
1y26Yy |a WiKS 2 | sSpsinlM@diddRIGiEent{ikkKodn as the
QY I R& N& @dll asSthé Russidnnded armed groups, militias and proxies, on
GKS 9! Qa KHo@daRheHegisiotofinklddépersonsgroups orentitieson

the EU terrorist listan solely be made by a Member Stdte

The war sparked reactions amonglent extremist actors,
especially on the righwing spectrumand to a lesser exter
in other ideologies.

Reactions were largely seen in the online environment, and mostly in the first months
of the Russian war of aggression against UkraiRightwing affiliates, expressing

support for either Ukraine or Russia, called for mobilisation to join the battlefield,
shared information and guidance on travelling to Ukraine and organised funding
campaignsThe intensity of online debates in rigiting groupggraduallyfadedafter

the first months of warand shifted back to more general topics. A number of
individuals, largely associated with righitng extremist ideologies, have travelled to
Ukraine, many of them in direct response to the mobilisation calls\tieae heavily
propagated online in the beginning of the war. However, many of them have already
returned to their home countries.

While at the beginning of thRussiarwar of aggression against Ukraiseme jihadist
media outlets called for participatioof jihadists in the war as a means of obtaining
expertise and weapon®verall the reactions from the jihadist scene were significantly
fewer and less visible than from righting extremist sympathisers, with messages
encouraging avoidance of participatiomthe war. Jihadist narratives concerning the
Russian war of aggression against Ukraine reinforced messaging against the Western
world, for example in relation to divine punishment for its transgressions or the
perceived different treatment applied to fegees from Ukraine in comparison to

those from areas associated with a jihadist presence

Leftwing extremistsalsoshowed fewer reactions in the online environment. However,
topics linked to the war and its effects, such as the battle for resources, the
victimisation of innocents for the benefit of a few and the profits obtained by the
weapons industry, became an integral part of d&fhg extremist propaganda.

13 European parliament News, November 2022, Eurodeariament declares Russia to be a state sponsor of terrorism,
https://www.europarl.europa.eu/news/en/pressoom/20221118IPR55707/europegarliamentdeclaresrussiato-
be-a-state-sponsorof-terrorism
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In the 28 completed, failed and foiladrrorist attacks reported by imber Statsin

2022, the weaponry used by the perpetrators included firearms, improvised explosive
devices (IE§), improvised incendiary devices @)[ire acceleratorsandbladed

weapons Of the16 completed terrorist attackgnewas carried out bytabbing with a
bladed weaponpne with a firearmfour attacks were perpetrated with IEPgne with
IIDsandeightwith fire accelerators. Additionallpne attack was perpetrated with

bare hands.

The use of IEDs, IIDs and fire accelerators was prorainent in the rightwing and
left-wing terrorist and violent extremist circles, while bladed weapons were mainly
used in the jihadist context. Firearms featured both in rigling and jihadist foiled
attacks.

The primary choice of weaponffgr jihadistattacks planned or perpetrated in 2022

was bladed weapons. This is because attacks carried out with easily accessible
rudimentary objects require shorter planning atiek risks ofdetection by law
enforcementare perceived as lowem addition to bladed wapons, one of the two
completed jihadist attacks was perpetrated with blunt force, by strangulation, and two
of the foiled attacks were committed with weapons and explosives.

In the rightwing terrorist attacks reported in 2022, perpetrators resorteditedrms,
IEDs, and bladed weapons. Althougky werenot used in any of the rightving

terrorist attacksin 2022 some Member States and ndflJ partner countries also
reportedan increasing interesh 3D-printed firearms. In Slovakia and the Netherlands,
individuals linked to rightving extremist circles, one of whom was a minor, were
arrested for disseminating online instructions for the homemade manufacture of
automatic firearms with 3Eprintable parts, as well as for the possession ofi3idted
firearms and firearm parts.

The weaponry used by perpetrators in lgftng and anarchist terrorist attacks
included IEDs, IIDs, and fire accelerators.

Inline with the trends observed in previous yeatstrorists andviolent extremists

continue to disseminatenline manuals and tutorials for the manufacture of

homemade explosives (HMEand IEDs. Terrorists and violent extremists remain apt in
evading restrictive measures and monitoring related to explosive precursors in the EU.
For instance, a p«S group redased a document on a clodmhsed instant messaging
platform, suggesting the use of alternatipeecursordor HMEs. The rationale was to
encourage followers to bypass regulations that restrict the use of and/or trade in
certain explosive precursors withbraising suspicions during the acquisition process.

Although no terrorist attacks perpetrated with chemical, biological, radiological, and

nuclear (CBRN) materials were reported by Member States in 2022, propaganda

material concerning the use of such ma#ds remained available online. The use of

CBRN materials remained of interest among extrésrasd terrorists across the

ideologicalspectum. One example concerns an online rigfing extremist magazine

that published an article on a db-yourself (DIYmethod to produce a radiological
RAALISNEFE RS@GAOS: |ftaz2 1yz2e6y +a | WRANI& 02
material. Althoughthere have not been indications in this direction y#te Russian

war of aggression against Ukraine raises concaloosit CBRN material from the war

zone potentially being smuggled into the EU and ultimately used for terrorist purposes

In some caseserrorists and violent extremistsave alsdeen procuring pyrotechnic
substances, potentially supplied by netwoddive in orgaised crime.
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The use of technology and the interneincluding social media platforms, instant
messaging applications, online forums and video gaming platfqroestinues to play
a crucial role in theadicalisation and recruitment process of individuals and in
spreading propaganda material, arguably across the entire ideological spectrum.

Gaming platforms, encrypted instant communication
applications and decentralised technologies are exploite
terrorists and violent extremists for recruitment and
disemination of propaganda.

Openly available instant messaging applicatioostinued to play a facilitating role in
communication within terrorist and violent extremist communities. The-¢mend
encryption functionalities of such applications continue to pose a challenge to law
enforcement authorities in identifying and remoygitierrorist and violent extremist
content online.

In 2022, terrorist and violent extremist groups and individuals continued to exploit
gamingadjacent platforms for recruitment purposes and propaganda dissemination. IS
supporters in particular created gups on gaming communication apps, dedicated to
the discussion of different topics, including media operations, translation of
propaganda content and religious migration. Riglihg extremist actors exploited the
gaming landscape by creating righing extemist utopias within popular video

games, for example featuring nédazi recreations, antsemitic and antiesbian, gay,
bisexual, transgendegueer+ LGBT®) themes This was done mostly to appealdo
larger audience and to increase the base of yosyrgpathisers, but also to foster a
sense of community by engaging in a shared hobby.

In the past few years, jihadiand rightwing propagandists have gained a larger
foothold and consolidated their presence on decentralised applicatiBased on
peerto-peer (P2P) network protocols rather than centralised infrastructures,
decentralised technologies constitute a serious challenge with regard to content
moderation and investigative efforts.

Among the advantages of decentralised platforms are multiple ogtfon privacy
leading to nearanonymity, enhanced usabilitand increasecvailability and
retrievability of on-demand content. All these features play into the online
communication and distribution strategies of both jihadist and violent rigimg
propagandists A widespread adoption of decentralised technologiesdosorist and
violent extremist groups and their online supporters continues to undermine the
effectiveness of existing measuresitientify and removeerrorist content online due
to the addtional anonymity and data control layers decentralised technologies offer.

Other advanced technologies may also become increasingly visible in the weaponry
used for terrorist attacks. The manufacture and use ofp8ibted weapons have
already been observk mainly in the rightving terrorist and extremist scene.

The use of financial technologies has also had an impact on the financial activities of
terrorist and violent extremist groups and will likely further transform terrorism
financing.

Some terroris elements appear to have been increasingly using virtual assets (VAs),
especially cryptocurrencies, which provide higher levels of anonymity, in order to
finance their terrorist activities. Some righting extremistshave also been observed
using cryptocurencies to collect and move funds for their activities.
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At the same time, technological advancements as a topic of ideology and propaganda
have already been taken up in terrorist and violent extremist cirdieshnophobia
features as a prominent topic in the narrative of lfing extremist groups.

Ve ~
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Of the380 arrests reported by Member States in 2022,concerned terrorism
financing dl related to jihadist terrorism. The majorityf the arrestees were part of
two terrorist groups raising money to fund the activities of terrorist organisations
based outside the Eldée section ofroupsand structure, chapter on Jihadist
terrorism).

Funds to finance terrorist activities across thboke ideological spectrum are attained
through various ways, including legal business structures, the collection of donations,
membership fees and criminal activities.

The use of legal business structulBsterrorists and violent extremists to raise fis
continued to beobservedin 2022.

| In one investigatiorconcerning jihadist terrorispSpanish police arrested three

| individuals for terrorist financing. The main suspect was allegedly using a complex
| network of companies with international presencedivert funds to a terrorist

‘ militant group based in Libya with links to IS.

Leftwing, anarchistright-wing, ethno-nationalist and separatigxtremists and
terrorists also use legal business structures to collect and launder funds used for
terrorist financing, includindpars,coffee shopsgas stationskiosks, restaurants and
pubs

Thesale of merchandise, videos, publications and tickets for eygmtexample
concerts) includingon eecommerce platforms is another way to raise funits.

particular, social media platforms providgierrorists and violenextremistswith low-

cost advertising and sales channels for a broader target group inside and outside the
scene.

Donationsare an integral part of terrorist financing for all terrorishenomena.
Donatons are collected in person at events (for example at affiliated concamts$)
places of gatherindyut also via bank transfer

IS receives donations from family members and supporters, and the money is remitted
to foreign terrorist fightes (FTFsand their families who are in Syrian prison camps.

In August 2022, an individual was convicted in the Netherlands for having collected
and sent more than USDD0000 to female IS supporters in Syria.

In another case, following the arrest of aspect in Spain in 2020 on charges of
RAAaSYAYlFGAy3a L{ LNRLI3AFIYRIF 2yfAySs (KS
involvement in the financing of IS operatives at thédalwl camp in Syria. The

suspect had played three key rolé® provided his own fundgsing money and

value transfer services angAs he collected funds from third parties using online
payment platforms and remitted the money to the group, and he acted as a

facilitator providing the necessary data, such as the identity of the benefi¢ary,

other individuals who wanted to send funds directly. He was convicted in 2022 for
terrorism-related offences, including terrorist financing.

Although most fundsollected by jihadistare directed to conflict zones, investigations
also indicate thathe money is used for radicalisation and recruitment efforts among
the jihadist communities in the EU.
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Donationsare alsocollectedunder the guise ofiumanitarian aid by jihadist terrorist

in Europeandarethen mostly sent to conflict zones in countrisach as Afghanistan,

Iraq, Somalia an&yria transiting neighbouring countries, usually Turkiye and

LebanonThePartiya Karkerén Kurdistai@Y dzZNRA & Gy 2 2 billeBthNAR Q t | NI & :
large amounts of money within the EU through their annual internatiéumadiraising

campaign?l1 I YLIJ yel Qo

Terrorist and violent extremist organisations adhering to various ideologiss funds
through membership fees or througtrowdfunding campaigns, which apéten
advertised on social media platforms and increasinglylonctbased mobile
applications.

The first cases of nefungible tokers (NFE) minted* and shared by a prS
sympathiser were reported in August 2022. The &Epresented an image with
the IS flag and text praisiribe terrorist organisatiorfor an attack against a Taliban
position, an IS fighter teaching how to make explosives,aminage condemning
the smoking of cigarettes. These were publishecaoronline NFT marketplace but
were quickly removed; however, because of the immutable blockchain
technobgies on which NFTs are based, they cannot be eliminated from the
respective blockchalfi. The attempt of publishing NFTs may have been a trial to
test new ways of raising funds and circulatprgpaganda.

Across the entire ideological spectryfundsused to finance terrorismare also

attained through criminal activities. The most commonly reported offences are drug
trafficking,extortion, kidnapping robbery, theft, human trafficking and document
fraud. Economic and financial crimes are also sigmiticsources of fundsnd include
tax fraud, tax evasion, social benefit fraud, and the illegal use of public funds.

The most common ways to transfer funds remain the traditional banking system,
money transfer services, and informal value transfer syst@WES) such dmwalal®.
However, the traditional banking system is less used in the Member States where
control mechanisms and risk profiling are strict or new -amdiney laundering
legislation has been introduced. Online payment platforms are also regas a way
of raising and transferring funds.

The ways in which jihadist terrorist organisations are moving funds is evolving
however. More layers are used to cover the transactions, which are taking place
globally. For instance, cryptocurrencies aredo@i an account in one country where
they are withdrawn, the amount is divided and sent ki@avalato other countries and
further transferred via money transfer services. When sent to conflict zones, cash is
usually withdrawn from money transfer offices lmponey mules who deliver it to the
final beneficiary.

Terrorist organisations increasingly use digital currencies and virtual assets service
providers (VASPSs), as these provide a higher level of anonymity for dzambrs
recipients. However, the use of dig currencies remains marginal among the means
of terrorist financing. As regards jihadism, IS an@a¢da and their affiliates appear to
have stepped up the use of VAs, especially cryptocurrencies, for fundraising and the
movement of funds in recent s, possibly as a result of an increased knowledge of
VAs among members of jihadist terrorist groups. Rigimng extremists also resort to
funding platforms operating with cryptocurrencies.

14 Non-fungible tokens are blockchalmased tokens thatepresent a unique asset. Minting an NFT means the writing of
digital data into crypto collections or digital assets recorded on the blockchain.

1I5INTERPOL, Innovation Snapshot, Volume 2, issue 6, November 2022

16Hawalac also referred to as underground bankinig an informal remittance system, whicglies on networkef

trusted individuals in the countries from whichet funds originate and those tehich the funds are to be sent, without
requiringphysicatransfer of thefunds. Hawala transactions are illegal in many, but not all, EU Member States. The
informality of the system makes it attractive for the transfer of terrofisids.
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Lirks between terrorist and violent extremists and organised crime remained
unstructured and opportunistic in 2022.

Investigations pointed to cooperation between actors in serious and organised crime
and terrorists or violent extremists, with the former prding criminal services to the
latter. Such criminal services largely referctaminalssupplingweapons and

explosives or fraudulent documerntisat facilitatethe travel of terroriss. There are
signals that some Eblased individuals affiliated with tesrist groups mayhemselves
engage in the supply of fraudulent documents to their peers and to other criminal

Links between migrant smuggling and terrorism similarly concern the use of the
migrant smuggling facilitation services by terrorists in oradetravel undetected.

Other mnnections between organised crime atairorism have also been noted, e.g.
when terrorists acquire weapons and explosives from crimioala cases where
terrorists and criminals cooperate perpetrate crime

Investigations revealed the involvement of some individuals in both serious and
organised crime and terrorism or violent extremism. In some cases, such links relate to
suspects in organised crime who are also suspected of involvement in terrorism, to
terrorist elements and violent extremists having criminal records or engaging in
criminal activities. In some instances, terrorist acteese also believed to be using

illicit profits generated by criminal activities to finance terrorist organisations or
actiwties.

| 2y @SNBSY OS

In recent years, terrorists and violent extremists across the entire ideological spectrum
have increasingly been sharing common elements, including similar narratives on
topics considered to have a great impact for propaganda purpdisesselection of

similar targets for attacks and the borrowing of tactical methods.

Anti-establishment and antlitism are among the stances that can resonate with
terroristsand violent extremistérom different backgrounds and be integrated in their
narratives.Violent extremistsadhering toleft-wingandanarchist andright-wing
ideologiesmay usehese topics angbarticipate in the same protests. Conspiracy
theories also seem to be increasingly filling the space betweemiefy and rightwing
idedlogies providing motivations for violent actions to individuals lacking clear
ideological belonging.

Another shared topic among different ideologies is the opposition to technological
advances. While antechnology has been historically associated viétt-wing and
anarchistterrorist andviolent extremist narratives, it heslsoattracted interest from

right-wing extremistmovements, especially with regard to telecommunication

infrastructure. Leftwing and anarchist antechnology narratives are padf a long

lasting mindset preceding the 5G network, where technological advances are seen as

the embodiment of capitalism and the fight against them equals the fight against the
2OSNI NOKAY 3 adl i85Qa 02 y-wingeitrends® SddfodA G AT Sy &
attacks against 5G infrastructuracting upontheoriesdescribingsG technology as
RSOGNRAYSyGEFE G2 LIS2LX SQa KSIHfGK yR RS&aA3IYSR
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" Twocompleted jihadist terrorist attacks, executed by lone actors, were
reported in 2022pnein France an@nein Belgium.Two victims died as a
result of theseattacks Fourjihadist attacks were foiledhree in France and
onein Belgium. No failed attackgere reported.
266 suspects were arrested in 2022. The most common charges were
membership of a terrorist organisation, production or dissemination of
propaganda, planning and preparing an attack, and terrorist financing.
The release of radicalised individuals from prisons remained a concern for
Member States as they can continue actions of proselytism outside prisons
and become involved in the preparation of terrorist attacks.
In the EU, affiliation to particular groupsiich as IS and-@laeda, is becoming
less prominent among supporters of jihadism. In 2022, several Member States
reported that jihadist suspects were collecting and disseminating propaganda
material originating from both IS and-@aeda, including some pwating the
separation between the two terrorist organisations.

JIHADIST TERRORISEFINED

For the TESAT, jihadism is defined as a violent-subrent of Salafism, a
revivalist Sunni Muslim movement that rejects democracy and elected
parliaments, arguil G Kl G KdzyYly € S3IA &t A2y Aa
sole lawgiver. Jihadists aim to create an Islamic state governed exclusively by
LaflFYAO 16 0aKFENRQFOX & AydSNLINB(
groups are the aRaeda network ad the selfproclaimed Islamic State (IS)
terrorist group.

Contrary to other Salafist currents, jihadists legitimise the use of violence with
reference to the classical Islamic doctrines on jihad, a term which literally mea
Wa i NR DAY TQ @hich jWlistStieadl ds 2ejigdasly sadetioned warfare

All those opposing jihadist interpretations of Islamic law are perceived as
WSySYASa 2F LatlYQ YR GKSNBF2NBE O
Ay Of dzRS { KA QI = { difek spectruyhiRf perdeiked dlderniedza f
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In 2022, six completed and foiled jihadist attacks wexgorted in the EU, while no
attacks failed attacks were reported. This number is lower than in previous years (11 in 2021
reportedin and 13 in 202P Two completed attacks took place in Belgium and France. Two victims

p ) died as a result of the attacks, the samamber as in 821. All completed attacks were

2022in the carried out by male suspects acting alofeur attacks were foiled, of which three in
EU France and one Belgium, in comparison to eight in 2021 and four in 2020. No

organisation claimed responsibility for tlkempletedattacksin 2022 The last attack
Two attacks in the EU to be claimebly a terrorist organisatiowas the one in Vienna, Austria, in

November 2020, which was claimed b¥’IS
were
completed o _ _

Jihadist terrorist attacks in the EU
20202022
2020 2021 m
. AN @
COMPLETED 9 3 2
® ° e
FAILED 0 0 0

FOILED

)
4
TOTAL @

170n 2November 2020, a 2@earold male of Austrian and North Macedoniaationality started a shooting spree near
asynagogue in central Vienna. He randomly targeted people in the street and nearby restaurants, killing two women
and two men.
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Jihadist terrorist attacks (completed, failed, faitl)
in EUMember States, 20262022
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Austria ﬂl\
=/
Belgium (7 o
/
Denmark o
France
8
Germany /3\ e
Hungary o
Spain o
Sweden o

25



TESAT 2023

Member States reported four foiled jihadist attacks in 2022. Tiofeheseattacks
were thwarted in Francand one attack was foiled in Belgium

FOILEDIHADISATTACKS

O A 26year-old man was arrested on Idarch 2022 on suspicion of planning an
attack against a church in Challans.

O In a second case in France, aryB@rold man was arrested on 2day 2022 in
Valence for planning knife attacks against undetermined targets.

o In a third French case, seven individuals were arrested ddalie@mber 2022 in
Strasbourg for planning an aitk. Two suspects have been indicted. During the
investigation, authorities discovered that the suspects maintained contacts with
members and had stored instructional materials as well as a farewell letter.

0 In Belgium, a 4yearold man was arrested in Oostende onAR8gust 2022 as he
was trying to obtain automatic weapons in preparation of an attack during a mu
festival.

VIOLENT INCIDENTRPETRATED WITH THEIM OPERANDI OF LONETOR
TERRORIST ATOKS

As in previous years, violent incidents were carried out in 2022 with modi operandi
resembling those used in lorector terrorist attacks. Despite suspicions of
radicalisation being raised in some cases, investigations highlighted that the violent
incidents were not motivated by political or religious factors.

For example, three such incidents occurred in Germany:

In Aachen, on 13 May 2022, a-gdar-old Iraqi national attacked passengers on a
regional train with a knife, injuring five people. Whihe attacker had previously been
investigated for his possible involvement in jihadist extremism in 2017, there were nc
indications the attack had a terrorist motivation. The man allegedly suffered from
psychological impairment at the time of the attack

In Ansbach, on 8 September 2022, ayg@rold Afghan national attacked with a knife
several bystanders near the train station, wounding two people. After having fled the
scene, the suspect was confronted by the police, attacked them and was shotrdead i
NBalLlyaSe ¢KS FaGidlO1SNI 61a KSIENR OIF f €
during the attack. However, no further links to jihadist terrorism were found during
the investigation.

On 18 October 2022 in Ludwigshafen, ay2arold Somalian ational carried out a

knife attack on the street, killing two people. The attacker cut off the arm of one of th
victims and threw itonto hised A Nt FNA Sy RaQ ol f O2yeéd ¢ K¢
person in a store, after asking his victim whethemves German, Turkish or American.
When the victim said he is German, the attacker stabbed him.
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In 2022, 266 arrests were made in the EU for suspected jihadist terrorist offences. The
number of arrested suspects has slightly increased compared to the preimess

(260 arrests in 2021 and 254 in 2020). In the vast majority of cases, the offewliegle

to an arrest was membership of a terrorist organisation. Other recurrent offences

were the production or dissemination of propaganda, planning and preparing an
attack, and terrorist financing. These charges were commonly combined with other
terrorist offences, of which dissemination of propaganda and recruitment were
reported most ofteri®.

Most of the arrests for jihadist terrorist offences took place in France, Spain, Germany,
Belgium, Italy and the Netherlands. The majority of the suspects weresnias),

with an average age of 4&ars. Compared to the previous year, the average age of

the suspects increased (§@ars in 2021), mainly on account of the lower number of
arrests in thel8-30 age category. The majority of the women were arrestedrafte

being repatriated from Syria by Member States. Most of the arrestees were EU citizens
(64%), of which the majority were suspects born in the EU. Belgian, Dutch and Spanish
were the three most reported nationalities of EU citizens born in the EU. Anteng t
arrestedEU nationals born outside the EU, Morocco was the most represented

country of origin. Moroccan and Pakistani nationals were the majority offeldn

OAGAT Sy dQ | NNBaiSSa

Arrests for planning attacks

Member States reported 12 arrests where sesfs were at different stages of
planning and preparing terrorist attacks. Most of the suspects arrested for planning
and preparing attacks were individuals acting on their own

Two individuals were arrested in Italy for suspicion of planning a terrattistk

and for membership of IS. The suspects, a couple, aerE8yearold nationalof
Kosovad® born in Italyanda 21-yearold Italian citizen of Kosovarigin. They were
found in possession of precursors to produce an IED. One of the suspects was part
of a group on social media where plans to execute terrorist attacks were being
discussed. They planned to leave the EU towards a conflict zdtigeéniaafter the
perpetration of the attack with the aim of joining an IS affiliate.

18 The offence leading to the arrest has been specified in 154 arrests.

19The age has been specified for 117 suspects, gender for 154 suspects, citizenship for 143 smsbeatsitry of
birth for 119 suspects.

20This designation is without prejudice to positions on status, and is in line with UNSCR 1244/1999 and the
International Court of Justiog@gCJ Opinion on the Kosovo declaration of independence
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